PKI DIGITAL CERTIFICATE
EXPORT/IMPORT PROCESS

Exporting a certificate using Netscape 7.0 and above

Step 1. Open Netscape 7.0

Step 2: Select Edit at thetop and then select Prefer ences as shown below
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Step 3: On theleft side of the window, click the arrow next to Privacy and Security

until it points downward
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Privacy 2 Security preferences determine how vour browser Fills in Forms and
passwards, how it warks with cookies and images, and haw it uses certificates
and smart cards.

If no subcaktegaries are visible on the left under Privacy & Security, double-click
the category ko expand the list.
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Step 4: Under the Privacy and Security section, select Certificates
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Certificates

— Client Certificate Seleckion

Decide how Metscape selects a security certificate to present ko web sites
that require one;

() Select Automatically (&) Ask Every Time

— Manage Certificates

IJse the Certificate Manager to manage yvour personal certificates, as well as
those of okther people and certificate authorities,
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— Manage Security Devices

IJse Ehis bukton to manage your security devices, such as smart cards,
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Step 5: Then click Manage Certificates on theright side
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IJse the Certificate Manager to manage yvour personal certificates, as well as
those of okther people and certificate authorities,
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Step 6: Select the certificate with your name listed and then click Backup

() Certificate Manager - 0] x|

Wour Certificates | Other People's | \Web Sites | Authorities

You have certificates From these organizations that identify you:
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Step 7: Select alocation, such asyour floppy drive, to store your certificate export file
(Note: Please select a removable device such as a Floppy or USB storage device.)

Step 8: Typein anamefor your export file, then click Save
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Save as type: IF'ersnnaI Information Exchange [*.pkx) j Cancel g
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Step 9: Typein the password for your private key
(Note: You must havetheinitial password that you selected upon installation of your
digital certificate)

‘ Please enter the master password For the Software Security Device,

|*******ﬂ
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Step 10: Typein apassword for your exported private key and click OK
Note: Make sure that you keep track of this password, as you will need it for future importing of your
certificate.

Choose a Certificate Backup Password x|

The certificate backup passwaord wou set here protects the backup file that wou are about ko create,
You musk set this password to proceed with the backup,

Certificate backup password: |********* |

Certificate backup password {again): |********»1 |

Imporkank; IF wou Farget waour certificate backup passward, you will nok be able to restare this backup
laker. Please record it in a safe location,

Password quality meter
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Step 11: You should receive a message indicating that your backup was successful.
Click OK.
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[‘f Successfully backed up wour security certificatels) and private key(s),

Step 12: Proceed to Import instructions.



I mporting a certificate using Netscape 7.0 and above

Step 1. Open Netscape 7.0

Step 2: Step 2: Select Edit at thetop and then select Prefer ences as shown below
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Step 3: On theleft side of the window, click the arrow next to Privacy and Security
until it points downward
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Step 4: Under the Privacy and Security section, select Certificates
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Step 5: Then click Manage Certificates on theright side of the window
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— Manage Certificates

IJse the Certificate Manager to manage yvour personal certificates, as well as
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Step 6: Select Import

(M) Certificate Manager O] x|

Your Certificates

¥ou have cerkificates from these organizations that identify wou:

Certificate Mame | Security 0., |J Serial Mumber |J i)
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Step 7: Locate your previousy saved certificate file and click Open
(Note: You will not necessarily have a this file name or location, this was created for instruction purposes

only)

File Name to Restore ed |
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Step 8: Typein the password for your private key, then click OK.
(Note: This is the same password you used in Step 9 of exporting your certificate)

' Please enter the master password for the Software Security Device,

|*******>&1

[ Ok ] [ Zancel

Step 9: Enter the password that you previously selected to encrypt your exported

certificate, then click OK.
(Note: This is the same password you used in Step 10 of exporting your certificate)

Password Entry Dialog |

Please enter the passwaord that was used to encrypt this
cettificate backup,

Passwiord: |*******»1 |

[ (0] ][ Zancel ] [ Help ]

Step 10: If the password you entered was correct, you should see a message that says
that your security certificate and private key wer e successfully restored. Click OK.

i‘ Successfully restored waur security certificateds) and private kew(s),
.

Step 11: You will betaken back to your Certificate Manager. Ensurethat your
certificateislisted here and that it also hasa valid expiration date. Click the X in the
top right corner to close.

Step 12: To ensurethat your certificateisvalid and that you
only have possession of one copy of your digital certificate,
please complete the following steps:




A. Removethe backup digital certificate from the removable stor age device.
Instructionsfor a 3% floppy are:

Insert 3% floppy intodrive

Double click My Computer on the desktop

Double click 3% Floppy Drive (A:)

Right click on your backup certificate and select Delete

Close 3% Floppy Drive A: and Close My Computer

From the Desktop, right click on Recycle Bin, select Empty Recycle Bin
Select Yestothe Message, “ Are you sureyou want to delete all of the
itemsin therecycle bin?’
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B. Go back tothe computer whereyou exported the certificate from.

1. Open Netscape 7.0
2. Sedlect Edit at thetop and then select Preferences as shown below
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3. Ontheleft side of thewindow, click the arrow next to Privacy and
Security until it points downward
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Privacy & Security

Privacy & Security preferences determing haow vaur browser fills in Farms and
passwords, how it works with cookies and images, and how it uses certificates
and smark cards.

If no subcateqories are wisible on the left under Privacy & Security, double-click
the category to expand the list.
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4. Under the Privacy and Security section, select Certificates
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Certificates

— Client Certificate Selection

Decide how Metscape selecks a security certificate ko present ko web sites
that require one;

() Select Automatically () Ask Every Time

— Manage Certificates

IUse the Certificate Manager to manage vour personal certificates, as well as
those of other people and certificate autharities.

Manage Certificates. .,

— Manage Security Devices

IUse this button ko manage vour security devices, such as smart cards,

Manage Security Devices, ..
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5. Then click Manage Certificates on theright side of the window
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6. Select the certificate with your namelisted and then click Delete

() Certificate Manager - 0] x|
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You have certificates From these organizations that identify you:
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7. You will receive a message asking you if you are sure you would liketo
remove the certificate.

If you do not have any encrypted data on this pc that you will need to decrypt using
thisdigital certificate, then select yes. Data typesinclude: encrypted emails, files,
etc...

Delete your Eertiﬁca |

Are wou sure you wank ko delete these
certificates?

Jessica \Whitnesy
If wou delete one of wour own
certificates, vou can no longer use it ko
identify wourself,
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CONGRATULATIONS, you are finished!!!



